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1	Decision/action requested
This contribution proposes a new solution to address the key issue #3.
2	References
[1]	Draft TR 33.713 v0.1.0
3	Rationale
This contribution proposes a new solution for addressing the key issue #3: Privacy by protecting AIoT device identifiers. The solution proposes a privacy protection mechanism by using a temporary identifier associated with an AIoT device.
4	Detailed proposal
It is proposed that SA3 approved the below changes for inclusion in the draft TR [1]. 

**** START OF CHANGES ****
[bookmark: _Toc102752618][bookmark: _Toc160448802]6.Y	Solution #Y: Privacy protection of AIoT device identifier based on a temporary identifier
[bookmark: _Toc528155245][bookmark: _Toc102752619][bookmark: _Toc160448803]6.Y.1	Introduction
[bookmark: _Toc528155246][bookmark: _Toc102752620][bookmark: _Toc160448804]This solution addressed key issue #3. 
This solution provides a privacy protection mechanism by introducing a temporary identifier associated with an AIoT device. The proposed mechanism generates a temporary device identifier (T-ID) when an AIoT device needs to transmit its device identifier towards the network (e.g., for the purpose of Inventory). This solution assumes that the AF manages the AIoT device identifier and the corresponding security protection profile. The security protection profile includes device credential and an algorithm to use to generate a T-ID. Note that the privacy protection mechanism based on a temporary identifier is applied when the AIoT device and AF are provisioned with the security protection profile.  
NOTE 1: Device credential types are determined based on each AIoT service and device capability.

6.Y.2	Solution details
6.Y.2.1	Procedures


Figure 6.Y.2.1-1: Privacy protection based on a temporary device identifier (T-ID) during Inventory procedure
NOTE 2: The reference architecture and Inventory procedure described in clause 6.3 of TR 23.700-13 (i.e., solution #3) [4] are used to describe the privacy protection mechanism in this solution. The proposed mechanism can be applied to any reference architectures and procedures for AIoT services that require transmission of AIoT device identifier by AIoT device.
0.	Each AIoT device is provisioned with its AIoT device identifier and security protection profile such as a device credential and an algorithm to use to generate a T-ID. An Application Function (AF) manages the AIoT device identifier and the associated security protection profile.
1-3.	The AF triggers an Inventory procedure towards AIoT devices.
4.	Upon receiving the Inventory Request from the Reader, the AIoT device replies to the Reader with its temporary device identifier (T-ID). The AIoT device generates a new T-ID as described in clause 6.Y.2.2. 
5.	Upon receiving a T-ID, the Reader sends the received T-ID to the AIoT Controller. Additionally, the Reader sends Enrichment data configured by the AIoT Controller along with the T-ID. The Enrichment data may include the location of the Reader (if known). 
6.	The AIoT Controller stores the received T-ID and Enrichment data.
7.	The AIoT Controller provides the T-ID and the Enrichment data to the AF. The AIoT Controller may provide the information when it receives a Data Request from the AF. The Data Request includes the T-ID(s).
[bookmark: _Toc92180346][bookmark: _Toc92805073]6.Y.2.2	Generation of a temporary identifier
A new temporary device identifier (T-ID) is generated as follows:
T-ID = F(K, freshness parameter, AIoT device identifier), where F is a service specific function that generates a temporary ID. The K is the key provisioned at the AIoT device as a device credential. The freshness parameter is determined based on the device capability. For example, an index can be used as a freshness parameter. 
[bookmark: _Toc528155247][bookmark: _Toc102752621][bookmark: _Toc160448805]6.Y.3	Evaluation
TBD
**** END OF CHANGES ****
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